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Figure 1 ~Adversarial attack on graph neural network
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Figure 2 Impacts of adversarial attacks on downstream tasks
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Figure 6 Indirect adversarial attack by poisoning a single node
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Figure 10 Illustration of perturbations for BVAT
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Figure 16  An illustrative example on the property changes of the adjacency matrix by adversarial attacks
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Table 4 The details of datasets
J fE5% YGRS BV F165s TR L FHIESL Jebrgl
NC/LP Cora SCHR[95] 1 2708 5429 1,433 7
NC Cora-ML  3CHR[96] 1 2995 8416 2,879 3
51 3T 2% F A NC/LP Citeseer SCHR[95] 1 3327 4732 3,703 6
NC Pubmed SCHRI95] 1 19717 44 338 500 3
NC/CD DBLP SCHR[64] 1 4107340 36624 464 — —
NC/LP PolBlogs SCHRI65] 1 1490 19 025 — 2
NC Reddit SCHR[97] 1 232 965 11 606 919 602 41
NC/LP Facebook Hk[61] 1 — — — —
NC/CD Google+ SCHR[61] 1 107614 13 673 453 — —
AT W 2 K 42
CD Email SCHR[61] 1 1005 25571 — —
CD Dolphin CHR[98] 1 62 159 — —
CD Karate HR[99] 1 34 78 — —
CD Football  SCHR[100] 1 115 613 — —
GC ENZYMES SCHk[101] 600 32.63 62.14 18 6
GC NCI-1 SHR[102] 4110 29.87 32.30 37 2
GC MUTAG CiR[66] 188 17.93 19.79 7 2
At AR
GC D&D SCHk[103] 1178 284.31 715.65 82 2
GC PROTEIN SCHk[101] 1113 39.06 72.81 4 2
GC PTC SCHR[103] 344 25.5 — 19 2
7£: NC (node classification); LP (link prediction); CD (community detection); GC (graph classification)
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& precision FI1 43 1] recall f) i R1F14%0 .
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(20)

precison+recall
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i 25 (1) K5 4l 2 78 O TPR=TP/(TP+FN) , 4%l 4
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iR ZE (MCR, mis-classification rate): i
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MCR = N 22)
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1 g
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PRI T REARASR 28 H AR ROT H2 R 5034
I EAT 1R g5 KBRS
CM=max Z, -Z, 25)
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SELEN R R o — /M AT S AT A 2
)8

1 =%

DCM,y (26)

Hrp, B RRHE KN,
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RM — A c Cpost»;kittacked _ A cc pre-altacked (27)
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